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INCREASING THE EFFICIENCY OF OPTICAL CRYPTOGRAPHY
USING PASSIVE OPTICAL ELEMENTS

Inthe proposed article, a new method of protecting information flows transmitted over optical communication
lines is investigated. It is based on the formation of special linear codes with an increased number of units. At
the same time, passive optical elements are used to form linear codes and perform reverse operations, namely:
fiber splitters and delay lines for a certain part of the clock interval. The use of a special line code significantly
increases the level of information protection during unauthorized access to line structures, namely to an
optical cable. At the same time, when using a fixed type of code, there is a danger of its interception during
unauthorized access and subsequent analysis with the creation of appropriate decryption measures. Taking
this into account, the paper proposes a regular change of linear codes according to a pseudo-random law.
At the same time, such active devices as optical switches are used. The structural construction of the devices
included in the linear optical path, and which are necessary for switching the types of codes used, with the
determination of the connections between passive and active equipment, is provided. As the main codes on
the basis of which linear codes are formed, the use of RZ optical codes (with a return to zero) is proposed.
In order to increase the effectiveness of the protection level, the article proposes dynamic switching of the
generated linear codes. Thus, the basis for the operation of the proposed method is fast switching according to
the pseudo-random law of linear codes generated according to a special algorithm using optical elements that
have a high switching speed. In this work, the use of three types of codes is proposed. The receiving equipment
is also built on the decoding of the generated types of codes at the expense of exclusively passive elements
and devices. When switching the transmitting device to another type of code, the corresponding inputs of the
receiving equipment are connected to the output of the linear path. Given the high speed of switching and the
pseudo-random law of switching in time, adequate perception of information when using three types of codes
becomes practically impossible.

Key words: optical fiber, unauthorized access, information protection, optical splitter, optical switch,
optical delay line.

Introduction. Currently, the amount of confidential Fiber-optic communication lines, due to the

information transmitted over optical communication
networks is constantly growing. This necessitates
the protection of such an important infrastructure as
a computer optical communications network from
unauthorized access, especially at the level of linear
structures, most of which are located outdoors.
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characteristics of the distribution of electromagnetic
energy in the optical fiber, have increased protection
against access to information transmitted along the linear
tract [1]. However, there are situations in which access
to information becomes possible, and this leads to the
need to develop measures to counter such attempts.
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The protective sheath, the armor cover and other
structural elements of the optical cable (OC) so
strongly weaken the possible radiation outside the
optical fiber (OF) that it practically does not penetrate
the limits of the sheath. Consequently, information
interception can only occur due to a violation of the
integrity of the outer sheath and other cable sheaths
in order to directly access the interception equipment
to optical fibers. But even in this situation, without
additional effects on the fiber, the interception of the
optical signal is impossible, since there is practically
no radiation outside the optical fiber.

In order to provide radiation outside the optical
fiber in this situation, a bending of the OF is formed.
In the place of such bending the law of full internal
reflection is violated and radiation of energy of a light
signal outside of OF is observed [2]. Because of this,
at the point of interception of information, the fiber
is characterized by an increased level of losses [1],
which can be determined by optical reflectometry
[3], or by increasing the error rate in the line. In this
case, from the moment of removal of information to
the moment of detection of unauthorized connection,
some time passes, which depends on the principles of
monitoring the line and equipment used for control.
If specialized high-sensitivity equipment is used to
record information, the radiation at the bend of the OF
required for its operation may be quite insignificant.
In this case, it is not easy to establish the fact and
determine the place of connection with the help of line
control equipment. There is a method of determining
the moment and place of violation of the armor of the
cable in the process of unauthorized connection to the
line [4,5], but it allows you to provide supervision at
relatively short distances from the point of the control.

There is a method for determining the moment of
unauthorized access to optical linear closures along
the entire length of the regeneration section [5]. This
allows you to accurately determine the location of
the optical closure and the moment of access, but
the linear structures between the optical closures go
unnoticed. Thus, in order to prevent unauthorized
access to information flows on optical lines, it is
necessary, along with methods for determining the
presence of access, to apply additional methods
that make it impossible to adequately interpret the
information during the fact of access. For this, the use
of continuous additional coding (masking) of optical
linear codes of the RZ type using passive optical
devices was proposed in [6].

Formation of linear codes using passive
elements. At this time on optical communication
networks there is a use of a linear code type RZ

(return to zero) [6, 7]. The main difference of this
code is that the value of the signal corresponding
to the transmission of a single symbol is returned to
zero before the end of the clock interval. The code
type with a return to zero on half of the clock interval
T is denoted as RZ-0.50, and on the quarter of the
clock interval is denoted as RZ-0.25. The type of
code, the duration of a single character of which is
the full clock interval T, is denoted as NRZ (without
returning to zero).

Studies show that when using the optical
transmission system of the linear code RZ-0.25, it is
possible, using only passive optical elements such as
optical delay lines and optical splitters (dividers), to
perform additional coding (masking) of the signal at
the input of the tract to protect the information that is
transmitted along a linear tract.

Fig.1 shows the method of masking the optical
signal in order to protect it from unauthorized access
to the linear tract and its subsequent decoding at the
receiving end. The figure shows the time diagrams
of the code combination during the passage of
certain points of the optical linear tract. Here as I the
designation of the intensity of the optical signal is
given. Fig. 2 shows the construction of a linear tract
using this principle. As can be seen from the figure,
the output signal of the transmission system, which is
also the input signal for the linear tract, based on the
code RZ-0.25, and denoted as I, ,.,s, 1S connected to
the optical splitter (OD),). The optical splitter (divider)
works as an optical power divider in half. Then, to
the inputs of the second divider (OD,), operating in
the adder mode, connects the part of the signal that
has passed through the optical delay line (ODL,) with
a delay time T/2 (I, opr (1) and the undelayed part
of the signal. As a result, at the output of the second
divider code combinations are formed that differ
from the original by twice the number of units (Iy),
which are transmitted on a linear tract. At the output
of the linear tract, the optical power divider (OD;) is
turned on as an optical power divider in half. In this
case, to the second divider (OD,), operating in the
adder mode, is fed an undelayed part of the signal
Iy, and part of the signal that has passed through
the delay line (ODL,) with a delay time T/4 (I, op
(tw)- After assembling these parts, an optical signal
corresponding to the original is formed in the NRZ
code (Iyou nrz)-

The double number of units in the optical linear
tract during transmission makes it impossible to
adequately recover the signal when trying to gain
unauthorized access to information. This ensures the
protection of the transmitted information.
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The proposed method can be developed and
improved, and extended to other types of RZ code.
For example, Fig. 3 shows a method of masking
linear code combinations of an optical signal in order
to protect it from unauthorized access to the linear
tract and its subsequent decoding at the receiving end
using the optical code RZ-0.125 [6]. Fig. 4 shows the
construction of a linear tract using this principle. The
construction of the linear tract in this case contains one
degree of optical delay more than in the previous case.
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Fig. 1. Method of forming a linear code for the optical
signal in the code RZ-0.25 when transmitting it on a linear
tract and restoring the output signal in the NRZ code.

I —is the designation of the intensity of the optical signal

Optic delay line (T/2)
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Fig. 2. Construction of a linear tract using linear
encoding and decoding of the optical signal in the
code RZ-0.25 using passive elements. Here a — is the
transmitting part; b — is the receiving part

An optical signal (code combination) using the
code RZ-0.125 and denoted as I,z 55, 1S fed to the
divider (OD),). The optical divider works as an optical
power divider in half. After that one part of signal
is fed to the delay line ODL, with a delay time of
a quarter of the clock interval T/4 (I, opr (114)- The
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second part of the signal propagates without delay.
Then the both components of the signal are added,
and at the output of the optical splitter in the adder
mode (OD,) a code signal with twice the number of
units (I,) is formed. This signal is fed to the splitter
OD;. One of the components after leaving the divider
passes through the optical delay line ODL, (delay
time T/2, and on the output of the line ODL, signal is
denoted as I, opr (12 ) and adds with the undelayed
part in the adder OD,. The number of units after such
a forming process in the linear code combination
will be four times greater than in the original. The
generated and protected signal Iy, from the output
OD, is fed to the linear tract. At the output of the
linear tract, the signal is fed to the optical splitter OD;
which divides it into two components.
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Fig. 3. Method of forming a linear code for the optical
signal in the code RZ-0.125 when transmitting
it on a linear tract and restoring the output signal
in the NRZ code. I —is the designation of the intensity
of the optical signal
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Fig. 4. Construction of a linear tract using linear
encoding and decoding of the optical signal in the code
RZ-0.125 using passive elements

One of these parts passes through the optical delay
line ODL, (delay time T/8, and on the output of the
line ODL; signal is denoted as I, opr3 (rz) and is
added to the undelayed part of the code combination
in the optical adder OD,. In this case, an optical
signal is generated at the output of OD,, with code
combinations that are adequate to the initial code
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combinations, only in the NRZ code (Ig,, nrz)- This
method can be generalized for the code RZ-(1/2™"),
where n is a positive integer. Cases when n = 1 and
n = 2 were discussed above. Construction of a linear
tract with increasing number n will be performed
at the receiving end as the connection of a number
of elements that perform the division of the signal
in half, the delay of one of the components to the
corresponding part of the clock interval and their
subsequent assembly. At the receiving end, the
function of translating the linear code into the NRZ
code will be performed by the same elements using
the optical delay line for time T/2"*'. The number of
units in the code combinations of the optical linear
tract will be 2" times greater than in the original
combinations.

The use of fairly inexpensive passive optical
elements to mask optical linear codes significantly
increases the reliability of the information protection
process, compared with the use of active equipment.

Dynamic protection of information on
computers optical networks. Given the fact that
unauthorized access systems can be adapted to
a certain fixed variant of linear codes, the paper
proposes a dynamic system for switching variants
of linear codes under a pseudo-random law. The
block diagram of such a device is shown in Fig. 5.
In this case, two systems of forming linear code
combinations are used, which are switched according
under pseudo-random law. To this end, the paper
proposes to use two systems for generating linear
codes based on input codes (e.g. RZ-0.25, RZ-0.125),
as shown in Fig. 5. In this case, two types of linear
code generator (LCG) operate on the transmitting
end, forming code combinations based on signals
from the transmission system in the codes RZ-0.25
and RZ-0.125, respectively.

The linear tract receives signals in the selected
code in accordance with the control signals from the
generator of pseudo-random time intervals (PRTG).

The signal from the outputs 1, 2 of the PRTG
generator is fed to the control input of the optical
switches OS, and OS,, operating in key mode. In this
case, a linear code generator is selected for forming
linear code combinations. The output signal PRTG
from output 3 is supplied to the transmission system to
generate a pilot signal when the linear code changes.
Considering the fact that the signals at the outputs of
the LCG generators must be mutually inverted — the
corresponding information signal is received at the
input of only one of the linear code generators (LCG;,
or LCG,). After the formation of the linear code
combination, it enters the optical divider OD,, which

operates in the mode of combining signals, and then
enters the optical linear tract. At the receiving end,
a linear code combination is supplied to the optical
divider OD, and to the inputs of the optical switches
OS; and OS, operating in key mode.

The control inputs of the switches receive a signal
from the control device (CD), which is formed at the
receiving end according to the pilot signal from the
transmitting end. The signal from the CD provides
the passage of a linear signal to the corresponding
code generator NRZ (CGNRZ,,,) and the subsequent
passage of the code in NRZ format through the optical
splitter OD;, operating in the mode of combining
signals, to the input of the optical receiver. Thus, the
proposed solution further protects information flows
from unauthorized access at the level of linear optical
computer communication structures.

The construction of protection is complicated by
the appearance of additional elements. The switching
speed of linear code variants is determined by the
switching time of optical switches, among which
should be noted switches based on the Mach-Zender
interferometer (MZI) and electro-optical switches
(EOS) [8].
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Fig. 5. Construction of a linear tract that uses dynamic
information protection. Here a — is the transmitting
part; b —is the receiving part

The switch based on the MZI is built on the basis
of two series-connected optical splitters (branch
factor 3 dB), which are interconnected by two optical
waveguides of different optical lengths to create
a phase difference at the output of II by changing
the voltage U applied to one of shoulders of the
interferometer Fig. 6.
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Fig. 6. Switch based on the Mach — Zender
interferometer

Due to the fact that the optical waveguide
to which the electric field is applied is made
of an electro-optical material, such as lithium
niobate (LiNbO,), its refractive index changes
with voltage. This changes the phase difference
between the signals coming to the output II and
there is a redistribution of signal power between
the outputs of the interferometer so that it can be
directed completely to one of the two outputs of
the interferometer. When using only one output,
the switch can operate in key mode.

Electro-optical switches also use directional
couplers to generate light flux at one of the output
ports. But this is done by changing the coupling
factor between the optical waveguides. The coupling
factor is changed by changing the refractive index
of the splitter material in the optical coupling zone.

Fig. 7. Switch based on a directional splitter X — type.

Optical waveguides a and b in sections MN and
DF are made of electro-optical material. Transparent
electrodes are available on the outside between the
optical waveguides. Due to the applied voltage,
the refractive indices of optical waveguides can be
changed. The division factor of the splitter also
changes as a result. Electro-optical switches have a
great advantage, which is manifested in the switching
time, which reaches a value of the order of 10-100 ps,
and it is manifested in small values of control
voltages — 2.5-3 V. The advantage of electro-optical
switches is also the ability to be made in integral-
optical form.

Thus, the use of passive (splitters and delay
lines) and active elements (switches) allows to
create effective principles of dynamic protection
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of information on the linear structures of computer
optical networks. These principles combine both
the formation of a number of types of protected
linear codes and their regular rapid switching at
random times. This significantly increases the level
of protection, as it makes it virtually impossible to
adequately and timely track and identify a specific
type of code in real time.

If it is necessary to increase the level of protection,
you canuse the code RZ-0.0625 and the corresponding
line code generator in addition to the input codes
RZ-0.25 and RZ-0.125.

Increasing the level of protection of optical
computer networks. Protection of optical paths
based on codes RZ-0.25, RZ-0.125 was discussed
above [9]. The work also considered a way to improve
the level of security of optical computer networks
based on the codes RZ-0.25 and RZ-0.125 mentioned
above, by adding an additional channel using the
code RZ-0.0625.

The diagram for constructing a code converter
RZ-0.0625 into a linear code is shown in Fig. 8. It
contains 4 optical splitters/combiners — OD,, and
4 optical delay lines — ODL .

Optic delay line (T/8)
|

lin v

RZ-0,0625

AA

Optic delay line (T/4)

Optic delay line (3/8T)

Optic delay line (T/2)

ODL4

—>]

lout

| (D,

OF

OD3 ODa4

Fig. 8. Building RZ-0.0625 code converter
to linear code

The type of signal at the output of the converter
(input to the line) is shown in Fig. 9.

A general view of the linear tract that provides
signal transmission using three protected channels
(codes RZ-0.25, RZ-0.125, RZ-0.0625) is shown in
Fig. 10.
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Fig. 9. Signal type at the output of the converter
(input to the line)
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The additional advantage of a 3-channel system
compared to a 2-channel system is the reduction in
the probability of determining the working channel
after switching.

Conclusions. The proposed new method of
dynamic protection of information on the linear
structures of computer optical networks, allows
increasing the security of these networks from
unauthorized access. The main advantage of the
method is the fast switching according to the pseudo-
random law of a number of linear codes generated
by a special algorithm using exclusively passive
optical elements. The number of units in linear code
combinations can significantly exceed the number
of units of the main code. Due to this, adequate
perception of the main code becomes impossible.
However, in the case of constant use of a certain type
of linear code, it is possible, as a result of analysis,
to take measures to its adequate perception. In order
to prevent such a situation, the paper proposes a
dynamic principle of protection, which consists in

\
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Fig. 10. General view of the linear path
for transmitting three secure channels (codes RZ-0.25,
RZ-0.125, RZ-0.0625 ). Here a — is the transmitting
part; b —is the receiving part

the rapid switching of types of linear codes according
to the pseudo-random law. Given the high switching
speed, and the pseudo-random law of switching in
time, adequate perception of information becomes
almost impossible.

An additional advantage of the method is the
ability to perform all the elements it includes in an
integral-optical form.
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Mamnbko O.0., Xapaaii JI.O., Hikigopenko K.b., Konoanos O.10., Corniuenxo 10.0.,
Bakacsk B.I. IIIJIBUIIIEHHSI EOEKTUBHOCTI OIITUYHOI KPUIITOI PA®II
3 BUKOPUCTAHHSAM NTACUBHUX OIITUYHUX EJIEMEHTIB

B 3anpononosanitic cmammi 0ocniodceno HOBULL MemooO 3axucmy iHGOpMayilinux nomoxis, sKi nepeoa-
IOMbCsL NO JIHIAM ONMUYHO20 38 '3KY. Bin 3acnosanuii na ¢oopmysanni cneyianbHux HiHilIHUX K00i8 31 30i1b-
wienoro Kinvkicmio oounuys. Ipu yvomy, ona ¢opmyeans JiHIUHUX KOO8 Ma BUKOHAHHA 360POMHUX ONnepa-
Yitl 3aCmMoco8yrOMbCsl NACUBHE ONMMUYHI eleMeHmU, a came: 60JI0OKOHHI PO32ayHCy8ayi ma AiHii 3ampumKy Ha
NEeBHY YaCMUHy Mmaxkmoeo2o iHmepsany. 3acmocy8anis CneyiaibHo20 JIHIIH020 KOOy 3HAYHO NIOSULYE PiGeHb
saxucmy iHghopmayii nio wac HecanKyioHoBaH020 OOCMYNY 00 JIHIUHUX CHOPYO, d came 00 ONMUYHO20 Kabeio.
B moii srce uac, npu sacmocyeanni (hikcosano2o muny xooy 3 'A619€mbca Hebe3neKka 1o2o nepexonieHHs nio
4ac HeCAHKYIOHOBAHO20 OOCMYNY MA HACMYNHO20 AHANIZY 3i CMEOPEHHAM 8I0N0BIOHUX 3AX00i8 U000 deuud-
pyeannus. Bepyuu ye 0o ysazu, 8 pobomi 3anponoHOBAHO pe2yNAPHY 3MIHY NIHIUHUX KOOI8 3a NCe8008UNAOKO-
sum saxonom. Ilpu yvomy 3acmocogyiomecs maki akmueHi npucmpoi, ax onmuyHi komymamopu. Haoano
CIMpPYKmypHy nooyoo8y npucmpois, wo 6x00ms 8 CKAao JMIHIHO20 ONMUYHO20 MPAKMY, I AKi € HeOOXIOHUMU
0151 nepeKIYeHH s MUNi6 K0ois, W0 3aCMOCO8YIOMbC, 3 BUSHAUEHHAM 36 SI3Ki6 MIdC NACUBHUM MdA AKMUBHUM
oonaonanunsam. B sxocmi ocnosnux kodie, na 0azi AKuUX Gopmyomoscs MiHIlHI KOOU, 3aNPONOHOBAHO 3ACMO-
CYBaHHs ONMUYHUX K0Oi68 RZ (3 nosepuenusam 00 nyus). 3 memoio niosuuyens eqpeKmusHOCmi pieHs 3aXucmy 6
cmammi RPONOHYIOMbCSL OUHAMIYHI NEPeKIOUeHHs ChOPMOBAHUX TEHIUHUX KOOI8. TaKum YunoM, 0CHO8010 Ol
YHKYIOHY8AHHS 3aNPONOHOBAHO20 MEMOOY € WBUOKE NEPEMUKAHHA 3a NCeB00BUNAOKOBUM 3AKOHOM JIHIUHUX
KOOI8, WO 2eHePyIOMbCs 3 CHeYIaNbHUM Al2OPUMMOM 3 BUKOPUCIIAHHAM ONMUYHUX eleMeHmi8, AKI Maloms
BUCOKY WBUOKICb nepeKkatoyeHHs. B 0aniti pobomi 3anponoHo8ano 8UKOPUCTAHHA Mpbox munis kodis. Ilpu-
liManvbHe 00IAOHAHHS MAKOJIC N0DOYO08aAHe HA 0eKOOYBAHHI CHOPMOBAHUX MUNI8 KOOI8 3 PAXYHOK GUKIIIOYHO
nacueHux enemenmie ma npucmpois. llpu nepemukauHi nepedasaibHO20 NPUCMPOIO HA THWUL MUN KOOY
8100y8acmMbCsl NIOKAIOUEHHT 00 BUXO0Y NIHIUHO20 MPAKMY GIONOGIOHUX 6X00168 NPUUMATLHO20 0DIAOHAHHS.
Bpaxoeyrouu eucoxy weuoxicms nepemukanus ma nce8008UNAOKo8Ull 3aKOH NePEMUKAHHS 8 YACi, a0eKeammue
cnputiHamms iHghopmayii npu UKOPUCAHHI MPbOX MUNI@ KOO8 CMae NPAKMUYHO HEMONCTUBUM.

Knrouosi cnoea: onmuune 6010KHO, HeCAHKYIOHOBAHUL OOCMYN, 3aXUCT THoOpMayii, ONMUYHUL PO32ay-
HCY8aY, ONMUYHULL KOMYMAMOP, ONMUYHA TIHISA 3AMPUMKU.
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